FoxFilter and Public Fox LINUXUSER

Firefox content filters

CHILDPROOF

Firefox has a reputation of being the most innovative Web browser. We show

you how to apply Firefox’s distribution-specific tools to make browsing the web
~ BY ERIK BARWALDT

—_

safer for your children.

or the most part, the In-

ternet can be a safe and

comprehensive resource
for information, but there also is a
dark side. In addition to useful, fac-
tual content, the Internet can be a
source for obscene, irritating, and
even downright dangerous sites that
are not appropriate for the general pub-
lic, particularly children.
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Filter Problems
Parents and school admins need systems
to help filter the content. Web content
filters are available for any major operat-
ing system, but they are often insuffi-
cient. Commercial solutions can be ex-
pensive and, depending on the filtering
method, may have some disadvantages.
Many web content filters simply ac-
cess predefined, regularly updated black-

lists of blocked Internet addresses or just ~ dubious pages can still be accessed de- URL. On the other hand, the filter might
filter terms recommended by these sites. spite a running content-filter system as block harmless sites based on keyword
They do not check the page content, so long as they have a harmless-looking definitions. Another problem is that

many solutions are complicated to in-
stall and maintain and require in-depth

FoxFilter Preferences

FoxEliter Preferenices Manegis your FexFliter pafer network knowledge because they rely on
a proxy server. If you want to avoid the
General Keywords & Web Sites| Sensitivity hassle but still enjoy the protection of an
- Enable/Disabl effective and easily deployed filter, Fox-
Use the setting below to enable or disable FoxFilter as needed. Filter and Public Fox are two good op-
I~ FoxFilter Enabled tions for the free Firefox web browser.
- Enable/Disable Add-ons and Other Security Features Foxy Insta"ation
Use the setting below to temporarily enable the use of the Tools/Addons . . )
and other security features as needed, To install either of the filters, you do not
I Enable Tmls;,ﬁaaom feature need any experience with Linux admin-
Enable config viewing (‘abouticonfig’ and istration. Simply go to the Mozilla Add-
‘chrome//global/content/config.xul') ons page, select the add-on, and then re-
- More Info, Tips and Tricks launch Firefox [1][2].
For more Info, tips and tricks, visit the author's site at If you are working offline and prefer
hitp s pircdeffect conyRORFIit-1 to use a CD or a USB stick for a larger
scale installation on multiple machines,
: Firefox will let you do so via the File |
X cancel | ﬂswe- ‘ Open menu. Firefox identifies FoxFilter
4 and Public Fox as extensions and auto-
Figure 1: Enabling and disabling FoxFilter. matically launches the installation dia-
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FoxFilter Preferences

FoxFilter Preferences

Manage your FoxFilter preferences.

General Keywords & Web Sites | Sensitivity | Website E)n:dptlum| Password

- Keywords & Web Sites

be automatically sorted for you.

instruct FoxFilter to block any page on the site.

Enter new keywords or Web site addresses below. You can insert new
entries anywhere in the list or use cut & paste. When saved, the list will

NOTES: Entering a keyword with 'and', such as 'free and sex' will make
sure that both keywords are detected before blocking the content.
Entering a Web site address, such as 'playboy' or 'playboy.com' will

free and sex
lingerie
lust

naked
nude

over 18
over 21
penthouse
playboy
parn

sex
x-rated
xrated

X rated
KKK
microsoft

]

X cancel | ¢ save |

Figure 2: Unlimited options for entering restricted keywords.

log. After you restart the browser, you
will have a choice of filters with the de-
fault settings already in place.

Foxy Filter

After setting up FoxFilter (version 5.1
reviewed), find the Foxfilter Preferences
entry in your Tools menu. Selecting the
entry opens the Preferences window
with five tabs at the top.

The first tab, General, is for enabling
and disabling the filter and for enabling
or blocking Firefox plugins and add-ons
(Figure 1).

Also, you can disable the configura-
tion view - the view that appears when
you type about:config in the address box
— for the browser here. If you choose
this setting, there is no way to modify
browser and filter settings via the
browser window workaround.

The Keywords and Web Sites tab gives
you a neat list of blocked keywords
(Figure 2).

Logical AND operators are supported
here; for example, free and adult would
only block pages that contain both
words. You can add to the default list at
any time.

Note that the list is not just for key-
words but also will let you block com-
plete domains.
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When you restart Firefox, the browser
sorts the list alphabetically, making it
easy to find individual addresses even if
the list grows.

The Sensitivity tab is for granular
search depth settings. After all, what use
is a long list of blocked keywords if un-

desirable, unfiltered content lurks in the
depths, hiding behind harmless-sound-
ing URLs? To avoid this danger, FoxFilter
offers both an address selection option
and an automatic search of the titles and
metadata on the page, including the
source code.

A complete check of all the content on
a website ensures that the filter really
will block any undesirable pages (see
Figure 3).

The Website Exceptions tab gives you
the option of listing special pages to
which the filter restrictions will not
apply. These pages include search en-
gines, for example, because a listing
with the search results from a “harm-
less” search key could retrieve undesir-
able content, thereby preventing the
browser from displaying the whole page.
As a rule of thumb, the more restrictive
your Sensitivity settings are, the longer
your list of exceptions will need to be.

The final tab, Password, lets you spec-
ify a password for the FoxFilter adminis-
trator. Make sure you add a password
hint, just in case you forget your pass-
word. If you do not specify a password,
any user can configure FoxFilter. Click-
ing the Save button at the bottom of the
page stores your FoxFilter settings and
immediately applies them.

Whenever FoxFilter finds undesirable
and indexed content or keywords when

FoxFilter Preferen

FoxFilter Preferences

- Examine Title (Title that appears In browser title bar)

General| Keywords & Web Sites Sensitivity i\ﬂhhsﬂ:e Exceptlons | Password

I~ EExamine URL (Web address)

Set sensitivity preferences below. This controls which elements of a Web page will be examined:

placement)

sites to the URL Exception list.

RECOMMENDED: Title and Meta content (Keywords, Description, etc.) are used by
Web sites for search engine placement with Google, Yahoo, Ask, etc.

" Examine Title (Title that appears in browser title bar)

Examine Meta Content (hidden keywords, description, etc. which are used for search engine

OPTIONAL: To make less sensitive for legitimate sites such as Yahoo, Google, etc,
you can choose not to examine the Body content.

_| Examine Body Content (visible content of the Web page)

Sometimes, legitimate sites such as Yahoo, will have 'free’ and 'sex’ or 'porn’ in the Body
content, but they aren't a pornographic site. PLEASE NOTE, chosing not to examine the Body
content can weaken the filtering. Some pornographic sites, such as Penthouse.com, don't put
keywords in the Title, Keywords, or other Meta tags, so examining the Body is recommended
too. Bottom line, the most sensitive approach is to examine the Body content, but add specific

X cancel | @Save |

Figure 3: Setting the search depth in the Sensitivity tab.
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Content blocked due to FoxFilter preferences. The keyword 'microsoft' was found in the

Edit Preferences | (%]
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Figure 4: FoxFilter shows no mercy when it finds undesirable content.

surfing the Internet, Firefox now will
refuse to load the page in question.
Instead, you will see a FoxFilter warning
in the browser (Figure 4).

In case of “false positives,” the Fox-
Filter admin can enter the password and
individually unblock the page and mod-
ify the FoxFilter configuration at the
same time, if needed.

Public Fox

The second web content filter, Public
Fox (current version 1.04), does not im-
mediately appear in the Tools menu after
the install. Pressing Add-ons and then
clicking Preferences opens a simple dia-
logue box and lets you change this (see
Figure 5).

You may notice that the settings are
much the same as FoxFilter. If you have
already installed and configured Fox-
Filter, it does not make sense to enable
the same options in Public Fox; however,
Public Fox offers only a fraction of Fox-
Filter’s capabilities when it comes to
blocking undesirable content.

Although Public Fox has a blacklist of
undesirable URLs, it does not search the
metadata or source code for keywords,
and there is no exception list. On the

other hand, Public Fox has one feature

that FoxFilter lacks: Downloads of any

kind of content can be globally blocked.
Additionally, Public Fox has an option

LINUXUSER

Add-ons menu, the browser’s about:con-
fig function in the main window, and
Firefox’s internal settings. The latter op-
tion prevents unauthorized users from
modifying the configuration to work
around the security mechanisms. An ad-
ministrative password also is supported
(Figure 6).

Conclusions

FoxFilter and Public Fox are two useful
extensions that effectively help you keep
undesirable content off your machine.
FoxFilter has a well-planned configura-
tion that helps non-experts set the re-
quired preferences.
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Extensions Themes Languages

On top of this, the tool is not
limited to scanning web addresses
for predefined keywords but also

ﬂ Public Fox 1.04
Blocks bad downloads and locks down Firefox Settings.

| Preferences
i ShowlIP 0.8.05

‘@ Find Updates

@ NoScript 1.3.1
Extra protection for your Firefox: NoScript allows Javascript, Java...

Disable H Uninstall

Show the IP address of the current page in the status bar. It also ...

Get Extensions

will search through a site’s meta-
data and source code for default
and administrator-defined search
keys. The excellent filtering this
provides puts some commercial
alternatives to shame.

Tests in our lab determined that
the search routines are extremely
efficient; there were no noticeable

Figure 5: Public Fox access via the Add-ons menu.

for taking specific file endings into con-
sideration when blocking downloads.
For example, if you want to prevent
users from downloading JPEG images
to the local machine and allow PDF files,
just enter the jpg file extension in the
input box. The feature also supports
wildcards.

Public Fox also can block bookmark-
ing and outputting of lists of visited ad-
dresses. If needed, the tool can block the

Public Fox Options

- General - Enable Functions
" Enable URL blocking

| Lock Add-ons windows (5o users won't uninstall this). _| Block links to black listed sites.

| Lock Firefox options. Blacklist  Whitelist

| Lock 'about:config" setti A

R e - Blacklist

| Lock addition of Bookmarks.

_| Lock History sidebar. ociing I ﬁ

File Extensions that you dont want downloaded: LEekis

‘ exe,bat Remove

(Separate with comma Ex: exe,bat,pdf ). Use * to block all.

Lock Password: ClearList

‘ Import

‘ Export

X cancel ‘ @OK ‘
Figure 6: The Public Fox Preferences window does not have a lot of options.
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delays loading websites. Configu-
rable surfing time limits would be
a useful extension to functionality
in a future version of FoxFilter.

Although Public Fox lacks the mature
filtering capabilities that FoxFilter offers,
it does add a couple of useful features
that its competitor lacks, including sup-
port for extremely granular blocking of
Internet downloads.

Public Fox also blocks access to add-
on lists, bookmark extensions, and
Firefox options to firmly close the door
on attempted workarounds.

Both extensions provide password pro-
tection to prevent manipulation of the
filter settings, which makes both Firefox
extensions useful for family PCs and
classroom machines. In fact, from a
functionality point of view, a combina-
tion of the two leaves practically nothing
to be desired.

INFO

[1] FoxFilter 5.1 (download):
http://addons.mozilla.org/firefox/
addon/4351

[2] Public Fox 1.04 (download):
http.//addons.mozilla.org/firefox/
addon/3911
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