Facing down the masterminds of unsolicited Internet mail

THE SPAM BUSINESS

Spammers charge real money for their dubious services, and hundreds of advertisers are willing to pay. We'll
show you some innovative techniques for controlling and containing spam, including strategies for slowing
down spam bots, keeping spammers from getting your address, and separating spam from legitimate email.

BY JOE CASAD, ULRICH BANTLE, AND TOBIAS EGGENDORFER

ccording to the email service provider Postini [1], of some 524 million messages
the provider handled worldwide in a period of 24 hours, 88 percent were spam
(345 million messages), including 2 million “special offers,” 650,000 get-rich-

quick schemes, and 2 million messages with sexual content. Just 46 million legitimate

emails actually reached their targets.

Despite the best efforts of the experts, the spam glut isn’t going away. Most organi-

zations focus on containing the problem to prevent losses in admin time

and user productivity. We’ll show you some of the latest strate-

gies for fighting spam in this month’s cover story.

We’ll start by examining some techniques

for keeping spammers from getting your

address in the first place. Then we’ll show

you how you can throw the spammers off

your trail with a tarpit. We’ll also review

some anti-spam appliances and services,

and we’ll describe a custom solution for a

user-trainable spam filter that operates

from the server side.

Know the Enemy

The origins of the term "spam" are not en-
tirely clear. The term was originally coined
on Usenet, where it referred to unsolicited
advertising. When the phenomenon hit
email, people soon starting calling UCE
(Unsolicited Commercial Email) spam.
Nowadays, most people simply refer to
any kind of unsolicited mail as spam.

The anti-spam project Spamhaus [2] es-
timates that 200 spammers generate 80

.
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fessional spammers in this field. You’ll
find a top ten list of the world’s most
notorious spammers at the Spamhaus
website [3].

Although most users despise spam,
many companies still resort to it. One
reason for the continued existence of
spam is that marketing managers can’t
resist the extremely low cost. Spammers
typically charge between US$ 100 and
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The cost is so low that companies can
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customers, even though the “messages” -
go to unknown email addresses in a to- Figure 1: Spamhaus maintains lists of the worst spam countries, the worst spam networks,
tally untargeted way. and the world’s most notorious spammers.

Spammers operate on the fringes of
the legal system, sometimes passing
themselves off as legitimate businesses,
even though they use tools such as email
worms and viruses to build webs of hi-
jacked robot computers for their dirty
work. As Spamhaus puts it, “...some
countries do little to deter spammers

spamming accounts for something like
0.01 to 0.05 percent of their turnover.

subscribe,” but also “Viagra.” Spam-
mers combat strategy this by disguis-
ing telltale words.

The Best Defense  Lazy HTML / Webbug: This is a spe-
The computer industry has developed a cial kind of content filter that looks for
broad collection of strategies for dealing mails with images the mail client is
with the spam glut. Anti-spam forces de- supposed to download off the Internet.

from operating within their borders.
These countries become safe havens for
the spam operations that plague every-
one else, including their own nationals.
Countries with the highest number of
spammers operating within their net-
works are usually those with poor or
non-existent spam laws.”

Spamhaus rates the Unites States as
the country with by far the biggest
spammer population, but you’ll notice
from the Spamhaus top ten list that
China and Russia are also major spam
distribution spots. According to research

by the anti-malware Kaspersky Lab, Rus-

sian spammers offer a variety of pack-
ages with varying numbers of addresses,
ranging from 100 to 3.7 million ad-

dresses, without any target-group restric-

tions. Most advertisers opt for the maxi-
mum number of addresses, regardless of
the audience.

The companies that get involved with
spam typically don’t care whether the
spamming action returns the desired re-
sults. In the Kaspersky survey, none of
the respondents had actually measured
the effectiveness of their spam invest-
ment. Some respondents guessed that
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pend on tools such as:

Email blacklists and whitelists:
These lists contain the email addresses
of known spammers (blacklists), and
of known, legitimate mail senders
(whitelists). Whitelists reduce the oc-
currence of false positives. Blacklists
are typically ineffective, as spammers
will tend to spoof sender addresses.
IP-based white and blacklists: Using
a similar approach, these lists catalog
spammers by IP address. This tech-
nique was useful in the days when
open relays were the main distributors
of spam. Today, blacklists are typically
too aggressive — sometimes blocking
all dynamic IP addresses and even
whole Asian countries. Unfortunately,
this automatically knocks out many
legitimate sources.

URL blacklisting: Many spam mails
advertise specific websites. If a offend-
ing URL appears in a message, the
message is assumed to be spam.
Content filters: Content filters analyze
the mail content and try to separate
spam from ham by detecting typical
spam phrasing. The favorites are ex-
pressions like “click here” and “un-
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The images are usually served up by a
server-side script that evaluates a spe-
cific GET parameter at the same time.
Spammers use this technique to detect
whether a message has been read,
thus verifying their address lists.
Bayesian filters: In contrast to manu-
ally configured content filters, which
include a static list of pertinent words,
the Bayesian filter attempts to gener-
ate a list based on probability theory.
To do so, it analyzes spam and ham
mails and bases the probabililty that a
message is unsolicited advertising on
the frequency of specific expressions.
Spammers try to confuse these filters
by adding lists of random words to
their messages. This explains the jum-
ble of words that typically accompa-
nies today’s spam.

Image filters: Image filters attempt to
analyze image content. Early filters
were restricted to simple color detec-
tion logic for common skin tones used
in pornography.

Checksumming filters and collabora-
tive filters: Collaborative filters com-
pare messages reaching multiple ac-
counts and attempt to discover simi-
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larities. The logic is convincingly sim-
ple; if many users receive the same
message, it is likely to be spam. Of
course, this technique does endanger
legitimate newsletters, although
whitelists can help prevent incorrect
classifications. More cautious filters
wait until a user identifies a message
as spam. These filters additionally
apply other criteria to distinguish
spam and ham. To comply with data
protection legislation, the central filter
just receives checksums of the actual
messages. The checksum algorithm
has to be resilient against minor
changes in the mail content, as the ap-
proach is well-known to spammers,
who add random text to junk mail.

® Graylisting: The graylist strategy
delays acceptance of incoming mail,
with the target feigning a temporary
error in the SMTP dialog. At this point,
the sender will already have transmit-
ted his IP, along with the source and
target addresses. The mail server
stores this information and accepts the
message if the sender attempts to re-
connect. The idea is that the worms
spammers use do not have full-fledged
SMTP engines and thus view the tem-
porary error as a permanent condition.
Unfortunately, spammers now fully
understand this system and can easily
work around graylisting systems.

* SPF, Sender ID, DK: Sender Permitted
From, or Sender Policy Framework, as
well as Sender ID, or Yahoo’s domain
key, create a DNS entry defining the
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Figure 3: Microsoft's Sender ID proposal received a cool response from the Debian Project.

sources from which a specific domain
is allowed to receive email. Besides
the uncertain patent situation, all of
these approaches have one major dis-
advantage: most spam is now sent by
computers identified by DNS entries as
responsible for the domain. Register-
ing domains and creating DNS entries
is part of the spammer’s daily life;
after all, spammers are constantly on
the move to avoid URL filters and
abuse reports.

You can expect to see more anti-spam

techniques as computer systems change

and the spam story continues.

More to Come

Despite the big arsenal of anti-spam
strategies, spam continues to flood in-
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Figure 2: Attempts to trick spam filters are not always as obvious as this.
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boxes around the world. Spammers have
become quite sophisticated, and they are
every bit as resourceful and creative as
the good guys. The stock spam cam-
paigns of this past summer show how
aggressive and sophisticated spamming
methods have become.

Spammers have now turned to new
techniques to evade fingerprinting tech-
nologies employed by spam filters, for
example, introducing animated GIFs to
tout their wares. Once a filter has recog-
nized the patterns in the spam message
and created a digital fingerprint, the in-
tegrated image changes size, color, or
position to avoid detection. Minor ad-
justments that the recipient would never
notice from just reading the mail, such
as tilting the image by a single pixel, can
throw off the spam radar.

So the arms race continues. Don’t ex-
pect a permanent solution to the spam
problem anytime soon. The battle will
go on as long as advertisers are willing
to pay for it and the worldwide email in-
frastructure is unable to contain it. The
best you can do is filter what you can
and try to stop the spammers from get-
ting your address. Read on for more on
how you can fight back. W

[1] Postini statistics:
http.//www.postini.com/stats/

[2] Spamhaus: http://www.spamhaus.org

[3] Top ten spammers:
http://www.spamhaus.org/statistics/
spammers.lasso

[4] Kaspersky Lab:
http//www.kaspersky.com/de/




